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Overview

Vulnerability Assessment will be carried out from inside the network at <Primary data center and DR site> and will
cover the following:
= Denial of Service
= Finger abuses, ICMP flaws
= Web server vulnerabilities
« Telnet Vulnerabilities
* FTP related flaws
= Remote shell
= Remote privileged access
= Application Specific flaws
= Device Specific flaws
« NIS and NFS related flaws
= Port scan
* Remote file access
* RPC related flaws
« SMTP & POP Problems
* SNMP related flaws
* Useless services
= Windows specific flaws
« Password checks
= Windows File structure permission
= Database Vulnerabilities
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